
58

JEL: I25, M50, O31, O32
SOFT SKILLS IN THE CENTER OF THE CYBERCULTURE

Miroslava Peicheva, PhD in Economics, Associate Professor,

University for National and World Economy, Sofia, Bulgaria

Abstract: We live in a world where technology is actively present in our daily lives.
Our personal and professional lives are increasingly dependent on computers and 
Internet. A significant part of communications takes place on the Internet. Owners of 
world-famous companies announce that they want artificial intelligence to make 
managerial decisions (Solon, 2016). Many of the tasks of office employees would be 
carried out by machines. Under such conditions, at first glance, what employees 
need in order to survive are "hard" skills. It seems that "hard" skills are decisive in 
building personal and corporate cyberculture. Is that correct? This article presents 
research results showing that "soft" skills also have a place in cyberculture, in the 
present and in the future world.
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INTRODUCTION
If we have to describe the main features of the modern world, the words we will 

use will include Internet, computer, information technology, artificial intelligence.
Under these conditions, the skills required for professional development and survival
in the present and future world seem to be engineering skills, computer skills, 
statistical skills, mathematical skills.

And this is because information technologies have changed the companies' 
behavior (Matyushenko & Loktionova, 2017, p. 117; Lindh, Dahlin & Hadjikhani, 
2012; Dimitrova, 2016, p. 127; Stefanov, 2015, p. 5; Atanasova, 2009, p. 5). In order
to be competitive, companies have invested in new computers and software products. In 
order to be competitive, the current and potential workforce has concentrated their efforts 
on acquiring and improving their cyber culture, related to knowledge and skills like 
work with Excel, PowerPoint, ERP systems and more hard skills. Here the question 
comes: Do "soft" skills have place in a world marked by an unprecedented rapid 
technology development? and What is the place of soft skills in cyberculture?

MATERIALS AND METHODS
The present study (Peicheva & Dineva, 2018-2019) related to the place of soft 

skills in cyberculture, went through three stages. The first stage included an analysis
of the essence of cyberculture, the hard and the soft skills related to it. The second 
stage included an overview of the cyberculture nature, its status in organizations, the 
skills needed to work in the current and future world, the level of trust between 
employer and colleagues, the existence or the absence of cyber security rules in the 
organization, the fears of employees from working with a computer. In the third stage,
conclusions and specific recommendations were made.
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RESULTS
The first stage of the study found that there are different definitions of the term 

'cyberculture'. One of them defines cyberculture as the culture that has emerged from 
the use of computer networks for communication, entertainment and business. It is also
the study of various social phenomena associated with the Internet and other new 
forms of network communication, such as online communities, online multi-player 
gaming, social gaming, social media and texting (Sun Hee Yun, 2017). By opinion 
of Read & Gessler (1996), cyberculture resides in the behavioral interaction between 
machines and their makers. Another definition places a sign of equality between 
cyberculture and cybersecurity (Cyber Education Foundation, 2019).

Based on analyzed definitions of cyberculture, suggestions were made for hard 
and soft skills related to cyberculture (Table 1).

Table 1
Cyberculture, hard skills and soft skills

Cyberculture Hard skills Soft skills
Cyberculture is the culture emerged from 
the use of computer networks for business, 
communication and entertainment. It is also 
the various social phenomena study via 
Internet and other new forms of network 
communication, such as online multi-player
gaming, online communities, social 
gaming, social media and texting

Computer skills, software 
skills, web design

self-preservation skills (types
of shared information); ethics,
communicational skills, 
loyalty, emotional intelligence,
adaptability to change

"Cyberculture resides in the behavioral 
interaction between those machines and
their makers"

math skills, programming, 
computering, technical skills,
engineering, analytical skills

social responsibility, creative
problem solving

Cyberculture = cyber security Programming, computer 
skills

self-preservation skills, loyalty,
communicational skills, 
emotional intelligence

Source: created by author

To abovementioned definitions of cyberculture, we must add that undoubtedly, 
it is a part of the overall corporate culture that reflects the value relationship formed
over the years as an inheritance that is transmitted, inherited, increased, enriched and 
protected (Dineva,�2018,�р.�76).�It�is�part�of�the�organizational�culture�viewed�as�"the�
values established in the organization" (Paunov et al, 2013, p. 320).

The second stage of the survey was conducted in two companies working in the 
service sector. The first firm (Firm A) has a staff of up to 150 people. 30 employees were 
interviewed. The second firm (Firm B) has a staff of between 1000 and 1250. It has 
62 people surveyed. The positions of the respondents from companies A and B are 
presented in Figures 1-2, respectively. In the company with the number of 
respondents 30, the overwhelming number of respondents were the "specialist" (57%).
In company B, the overwhelming number of respondents is for employees who 
occupy "expert" positions (37%). In company A, most of the respondents are aged 
51-60 (30%) (Figure 3), and in Company B the prevailing number of employees was 
41-50 years of age (37%) (Figure 4). Both Figure 5 and Figure 6 are representing the 
answers to the question What do you understand under "cyberculture"?
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Figure 1: Job Position (Firm A) Figure 2: Job Position (Firm B)

Figure 3: Age of respondents (Firm A) Figure 4: Age of respondents (Firm B)

Figure 5: Cyberculture understanding
(Firm A)

Figure 6: Cyberculture understanding
(Firm B)

Source: created by author

In company A, the highest percentage of respondents (60%) consider cyberculture to 
be the behavior that computer specialists need (Figure 5). In company B, the highest 
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percentage of respondents believe (63%) that cyberculture is a behavior that every 
employee should have. Asking the question What are the most important skills for 
working in the modern world? From the respondents in company A, the three most 
important skills were identified, viz. communication skills (100% of respondents),
computer skills (97% of respondents), trustworthy skills (53% of respondents) 
(Figure 7). According to the respondents in company B, the most important skills 
are computer skills (90% of respondents), communication skills (83% of respondents),
knowledge sharing skills (49% of respondents) (Figure 8).

Figure 7: Which do you think are the 
most important skills for working in 
the modern world? (Firm A)

Figure 8: Which do you think are the 
most important skills for working in 
the modern world? (Firm B)

Figure 9: What do you think are the 
most important skills for working in 
the future world? (Firm A)

Figure 10: What do you think are the 
most important skills for working in 
the future world? (Firm B)

Source: created by author

To the question What are the most important skills for working in the future world?
in Firm A, 100% of respondents pointed out computer skills, 100% of respondents 
pointed out communication skills and 47% pointed self-preservation skills on the 
Internet (Figure 9). According to employees responded results in the company B, 
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the three most important skills in the future will be computer skills (95% of 
respondents), communication skills (78% of respondents), knowledge sharing skills
(41% of respondents) (Figure 10).

To the question Do you trust your employer? in company A, the overwhelming 
majority (67%) says "No" (Figure 11). In company B, the overwhelming majority 
(83%) indicated the answer "YES" (Figure 12).

Answering the next question Do you trust your colleagues? the majority of 
respondents in company A (60%) indicated they only trust some of their colleagues 
(Figure 13). In company B, the overwhelming majority of respondents (54%) 
indicate that they trust their colleagues (Figure 14).

Figure 11: Do you trust to your 
employer? (Firm A)

Figure 12: Do you trust to your 
employer? (Firm B)

Figure 13: Do you trust to your 
colleagues? (Firm A)

Figure 14: Do you trust to your 
colleagues? (Firm B)

Source: created by author

During questioning Do you know the cyber security rules in the organization?
77% of respondents from company A have pointed out a "No" response (Figure 15).
In company B, 54% of the respondents say "No", but there are also those who say 
"Yes" (Figure 16). The check reveals that there are no such rules in the organization.

The last question to the respondents was What do you worry about most when 
using Internet? 57% of respondents in Company A are worried that they will catch 
viruses, because they do not have an antivirus program (Figure 17). In company B, 
the largest percentage of respondents (41%) said they were worried about burning 
their computer, because they did not backup the information (Figure 18).
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Figure 15: Are you familiar with 
cybersecurity rules in your 
organization? (Firm A)

Figure 16: Are you familiar with 
cybersecurity rules in your 
organization? (Firm B)

Figure 17: What do you worry about 
most when using Internet? (Firm A)

Figure 18: What do you worry about 
most when using Internet? (Firm B)

Source: created by author

SUMMARY AND CONCLUDING REMARKS
Based on the results of the study, at least six conclusions can be made.
(1) From the analyzed definitions of cyberculture it can be concluded that the 

creation and maintenance of cyberculture requires not only hard but also soft skills.
(2) Regardless of the information technology dynamic development, soft skills 

will be equally needed as hard skills in the present, as well as in the future world.
(3) The employees of the bigger company involved in the study have a clearer 

understanding of the cyberculture nature. The discovery is that cyberculture is a 
behavior that every employee should have.

(4) In the small company that participates in the survey, the trust between the 
employer and colleagues is lower than in the big company. Lack of trust is a 
prerequisite for risks, environment suitable for fraud, including cyber fraud.

(5) Both small and large companies do not have written cybersecurity rules.
Undoubtedly, this is an indicator of a lack of internal controls related to the 

prevention of cyber risk.
(6) When using their computers employees in small businesses, worry most about

not getting viruses, because they do not have antivirus programs. The big company 
employees are worried about burning their computer, because they do not have a 
backup. Although Company B has a better understanding of cyber culture, the results 
show that in both companies the level of cyberculture is unsatisfactory.
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In the future, the subject of cyberculture will continue to be the a one of key 
research subject, and opportunities will be sought for its development and improvement
both in theory and in practice. And these opportunities will certainly include both 
hard and soft skills.
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