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Abstract: The development of technologies and their dynamic penetration into 
business poses ever higher challenges for modern companies. These challenges are 
primarily related to ensuring a sustainable innovative development and achieving 
prosperity for the company. At the same time, challenges are emerging that are related
to ensuring their cybersecurity. All this necessitates the need to increase cyberculture. It 
can be achieved by skillful management and appropriate control, including by 
applying "soft" controls to the soft skills that are at the cyberculture's core.
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INTRODUCTION
Corporate culture accompanies and marks all processes, activities, initiatives, 

external and internal interrelations inherent in the company. According to Ya. Dimitrova,
corporate culture is much more than a system that solves internal and external 
problems. It is a shared scheme that serves as the primary function of overcoming 
cognitive uncertainty (Dimitrova, 2015, pp. 70-71).

Cyberculture, along with the risk culture, innovative culture, corporate social 
responsibility, ethics and control environment is the part of the overall corporate 
culture. All abovementioned influences and interacts with each other. For example, 
conservative risk culture may be a limiting factor for the development of innovative
culture and innovative activity. A good control environment is a prerequisite that 
favors all aspects of corporate culture, including each individual culture. Both proper
innovative activity and high level of technological development require the same 
high level of cyberculture and cybersecurity. Low cyberculture poses risks for the 
company that can be financial, operational or reputational in addition to the typical 
cyber risks.

Cyberculture influences directly the cybersecurity, but it has a significant impact
on other processes, activities and cultural aspects of the company. It determines the 
importance, seriousness, responsibility and need for its development/improvement.

MATERIALS AND METHODS
The aim of our study is to examine the influence and the importance of "soft" 

controls in cyberculture. A scientific review of the current publications has been 
conducted. Survey results of two companies on soft skills and their importance for 
cyberculture are summarized in our paper (Peicheva & Dineva, 2018-2019).

Methods of analysis and synthesis, comparativeness and justification, survey 
method and the method of systemic analysis have been used during the research.
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RESULTS
1. Theoretical aspects of cyberculture and "soft controls"
There are many definitions of cyberculture. For the purpose of the study of 

operational significance we offer the definition presented by ENISA (European 
Union Agency for Network and Information Security), viz. cyberculture is the concept
of Cybersecurity Culture (CSC) refers to the knowledge, beliefs, perceptions, attitudes,
assumptions, norms and values of people regarding cybersecurity and their manifestation
in people's behavior with informational technologies (European Union Agency for 
Network and Information Security, 2017, p. 5).

Cyberculture as well as any other culture needs to be managed.
As K. Darcy points out, culture is the single biggest determinant of behavior in 

any�organization…�One�thing�that�is�clear�— if you're not managing culture, culture 
is managing you (Keith, 2015 cited in Chatterjee, Roth, & Witzany, 2015).

On the one hand, in order to govern the culture, it is necessary to control it. On 
the other hand, the overall control is an expression of management culture, style and 
philosophy. In a broader sense, control procedures must be perceived as a 
management philosophy (Zhecheva-Radeva, 2017, p. 415). It is essential to apply 
adequate controls that can be "hard" and "soft". Hard controls lead to directly visibly 
changed behavior or actions (Ibid, p. 20). Therefore, in our paper we accent an 
employee�behavior�being�directly�influenced�(Combee�et�al,�2015,�р.�7).�Soft controls
refer rather to attitudes, beliefs and values. Specifically, and more precisely, these are 
controls on soft skills, such as some competencies, trust, communication, 
motivation, and so on. After all, these are the predictors of whether the employees 
will ultimately exhibit the desired goal-oriented�behavior�(Ibid,�р.�7).�Soft controls 
can be implemented through a balanced system of indicators, focus groups, surveys 
and interviews on different aspects of soft skills. Below we made an examples of 
soft skills and control focuses on them from the point of cyberculture view.

In terms of competencies, control focuses can be directed to the understanding of 
the risks in cyberspace, informational security, preparedness for improvement.

In terms of trust, control focus may concern trust in colleagues, IT department, 
employer, free Wi-Fi, etc.

Regarding to communications, the control subject may be the communication 
between IT-specialists and other professionals in the company, as well as between 
IT-specialists and senior management.

In terms of training, control focuses may be examining and analyzing training 
needs, developing frameworks for professional training of employees and managers in 
the field of cybersecurity, preparing programs, evaluation of the effectiveness of 
trainings, and so on.

In terms of motivation, preparing motivational profiles is a kind of "soft" control.
The motivation is essential for employees, corporate culture and the company. As 
M. Peycheva has noted, the motivation is a desire for action; work motivation is an 
inspiration for work (Peicheva, 2009, p. 5). Motivation can be explored in a broader
sense, not only in a particular cyber aspect, as it has a significant impact on 
processes, decisions, actions and behaviors.
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2. Results of a survey conducted on soft skills
The survey as a form of "soft" control has been implemented in two companies 

in Bulgaria, different in size. The subject of activity in both companies is in the service
sphere. The first company (A), hereinafter referred to as the "Small Company", is in 
the range of 1 to 150 employees. The number of respondents is 30 employees. The 
second company (B), hereinafter referred to as the "Big Company", is in the range 
of 1 000 to 1 250 employees. In it the number of respondents is 62.

Some of the results obtained will be discussed below.
The question "What do you associate the term "cyberculture" with" was aimed 

at exploring the understanding by the employees of cyberculture. The results showed 
that in the Big Company, a high percentage (63%) of the respondents have a clear 
understanding that cyberculture is a behavior that every employee has to possess, 
while in the Small Company the high percentage (60%) responded that cyberculture 
is a behavior that is the responsibility of the computer specialists. Cyberculture in 
the Small Company is not at a sufficiently high level given that employees do not 
understand their own role and importance for cyberculture.

The question "Do you use different passwords for the different applications" was 
intended to establish employees' understanding of risk diversification. The replies show 
again a higher percentage of good understanding in the Big Company, where 71% 
of the respondents have noted that they use different passwords for different 
applications, while in the Small Company this percentage is 53%.

The question "Would you use free Wi-Fi" was aimed at studying the attitudes to 
using free Wi-Fi, as well as the trust in it. The other goal was to explore the 
understanding of the risks of using free Wi-Fi. The results show positive attitudes 
and relatively high trust in free Wi-Fi. The results obtained are similar in both 
companies, 56% and 57% respectively, i.e. more than half of the respondents would
use free Wi-Fi for official communications for anything that was referred to as a 
possible response, including for an entertainment, personal correspondence, financial
transactions for personal purposes and for corporate business communication. The 
relatively high percentage of these responses indicate misunderstanding the risks 
associated with the use of free Wi-Fi. Studied attitudes show that there are potential
risks to people's cybersecurity not only in personal, but also in corporate aspects.

Answers to the question "Are you comfortable about your cybersecurity on the 
web" show a higher uncertainty rate, 73% for the Small Company and 59% for the 
Big one, respectively. The answers to the question "Are you comfortable about your 
cybersecurity in a work environment?" are entirely related to the presence or absence of 
IT department. In the Big Company, 68% of respondents answered positively, i.e. 
"Yes, because we have IT department," and in the Small Company 73% of respondents
replied negatively, i.e. "No, because we do not have IT department". On the one 
hand, this shows the high trust in IT-professionals, which is a positive assessment of 
them. On the other hand, the low percentage of those who gave answers "Yes, 
because I have the knowledge and skills needed to protect my information online" 
and "No, because I feel insufficiently familiar", show that people do not appreciate 
enough their influence on cybersecurity, which is an indicator of cyberculture that 
needs improvement and enhancement.
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SUMMARY AND CONCLUDING REMARKS
It can be summarized that cyberculture is becoming an increasingly important 

component of the corporate culture. Cyberculture has a growing importance not only 
for cybersecurity, but for all corporate activity. The results of our study show the 
substantial influence of soft skills on cyberculture. The current analyzes have shown 
that the weaknesses in these skills form cyberculture, which is a prerequisite for risks 
endangering the company. Thus, it is necessary to promote the soft skills 
development. For this, a possible solution is to apply "soft controls" to secure the 
processes of identifying cyberculture-related skills, as well as to implement the 
processes of examination, analysis, monitoring, improvement and progress.
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