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Abstract: The present study intends to identify the most significant factors of 
operational losses and their influencing level with special reference to Indian Banking 
Industry, to establish a framework to standardize one or more causal risk factors, to 
analyze its impact on the loss estimate and finally aspires to conduct an extended 
research to frame a model to minimize operational losses. After collecting data from 362 
bank employees from all four regions of India through questionnaire survey and personal 
interviews of the chief risk officers, heads of operational risk and other operational risk 
practitioners at financial services firms, including banks, insurers and asset managers. 
Principal Component Analysis with Varimax rotation is conducted on 10 items; 
Reliability Analysis has been done with the help of Cronbach Alpha to check the Test 
Reliability. Multiple Regression Analysis has been used to identify influence level of those 
influencing factors and to frame an equation on the basis of the same. Bayesian 
Probabilistic Network is performed to establish a framework to calibrate one or more 
causal risk factors and analyze its impact on the loss estimate; and to conduct an 
extended research to frame a model to minimize operational losses.
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THEORETICAL BACKGROUND
Increasing complexity, dependence on technology and rapid expansion of bank 

operations, increasing vulnerability of financial institutions, poor modelling was 
amongst the causes of this meltdown. All these causes have a striking resemblance 
with operational risk events. Following observations are reviewed for this purpose: 
Correa & Raju (2009) made a study on the operational risks in the banking sector 
and found that operational risks generate potential losses and this potential loss can 
be viewed occurs a cost to the bank. When operational risk exists and needs to be valued,
the prime objective should be on the elimination of operational risk rather than on 
its measurement. But, in reality, the costs involved in the elimination of operational 
risk could be much higher than the probability of a loss that may occur due to 
malfunctioning in operation. Raman (2008) studied the status of operational risk 
management in the Indian banking operational system with reference to Basel II. He 
studied the expected coverage of banking assets and the approach adopted for 
operational risk in capital computation and made comparison with the position of the 
banking system in Asia, Africa and the Middle East. Hussain & Shafi (2014) reviewed 
various issues of the operational risk management concept in banking industry. This 
study describes management approaches, measurement models and imposition of 
regulatory capital charge that may lead to operation risk. Tandon & Mehra (2017) 
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performed a survey that the financial crisis and resulting failure of large banks due 
to improper management of operational risk has shaken the whole world. They made 
a research on the operational risk management practices and compared them with 
the banks all over the world taken into consideration the impact of size and 
ownership of banks.

Now an effective risk management program is required in banking industry for a 
holistic risk measurement for operational losses. In this regard, an empirical research 
has been performed on Indian banking industry to minimize operational losses (OL).

Objectives of the study: Our research aims to identify the most significant factors of
operational losses and their influencing level with special reference to Indian Banking
Industry. Further, it intends to establish a framework to calibrate one or more causal 
risk factors and analyze its impact on the loss estimate. Finally, our study aspires to 
conduct an extended research to frame a model to minimize OL.

RESEARCH METHODOLOGY
A descriptive research has been conducted with the help of personal interview and 

close ended questionnaire (for consumers) with respect to 10 factors identified by the 
chief risk officers, heads of operational risk and other operational risk practitioners at 
financial services firms, including banks, insurers and asset managers. After collecting 
data from 362 bank employees of all four regions of India through questionnaire survey 
to identify the most influencing components among these 10 factors with respect to 
operational risk in banking activities, Principal Component Analysis with Varimax 
rotation has been conducted. Reliability Analysis also has been used with the help of 
Cronbach's alpha to check Test Reliability. Multiple Regression Analysis has been 
used to identify influence level of those factors and to frame an equation on the basis 
of the same. Finally, Bayesian Probabilistic Network is performed to establish a 
framework to calibrate one or more causal risk factors and analyze their impact on the 
loss estimate; and to conduct an extended research to frame a model to minimize OL.

ANALYSIS AND DISCUSSION
Reliability Test: To start with the first phase, reliability has been checked for each 

dimensions, Cronbach's Alpha value in each case varies from 0.764 to 0.881.
Principle Component Analysis (PCA): KMO and Bartlett's Test.
Here, Bartlett's test of sphericity is significant, as p value is 0.000, which is less 

than 0.05. Thus, from the perspective of Bartlett's test, PCA is feasible. As Bartlett's 
test is significant, more discriminating index of factor analyzability is KMO. High 
values (between 0.5 and 1.0) indicate that PCA is appropriate. Values below 0.5 
imply that PCA may not be appropriate. For this data set, it is 0.822 (very close to 
1.0), which is very large, so KMO also supports PCA. From PCA of 10 items, 5 factors 
are extracted explaining 88.954% of OL significantly. The most significant factors 
are as follows (Table 1). From PCA, it is revealed that Complexities of Banking 
activities is the principle component with factor loadings 0.881 followed by Volume 
of Banking activities, Processing systems of Banking activities, Staff efficiency and 
Data source of Banking activities with factor loadings 0.825, 0.818, 0.792 and 0.764 
respectively.
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Table 1
PCA Output in a Summarized Form

Item Labels Variance 
explained

Cronbach 
Alfa

Number
of items

Factor 1: Complexities of Banking activities 34.342 0.881 2
Factor 2: Volume of Banking activities 20.123 0.825 1

Factor 3: Processing systems of Banking activities 15.078 0.818 1
Factor 4: Staff efficiency 13.116 0.792 2
Factor 5: Data source of Banking activities 6.295 0.764 1

Cyber risk and data security
Total variance explained 88.954%

Source: calculated by author

Multiple Regression Analysis (MRA): To investigate the influence level of the 
aforesaid factors identified by PCA, MRA is applied. The regression equation and 
the associated values are as follows (Table 2):

Table 2
MRA Output in a Summarized Form

Multiple Regression Equation
OL = 0.856 + 0.322 × Complexities of Banking activities + 0.271 × Volume of Banking activities

+ 0.208 × Processing systems of Banking activities + 0.150 × Staff efficiency + 0.080 ×Data source 
of Banking activities

R2 = 0.467, Adjusted R2 = 0.459, Standardized beta coefficient = 0.74
Source: calculated by author

The R value represents the simple correlation and it is 0.589. The R2 value indicates 
the total variation in the dependent variable. In this case, 46% variance can be explained. 
The significance value is 0.000, which indicates that the regression model is statistically 
significant and it predicts OL in Indian Banking Industry. It represents an overall good 
fit for the data. Hence, the regression equation has been established accordingly.

Bayesian Probability Network (BPN): The basic structure of BPN consists of 
nodes that represent random variables and links that represent causal influence. BPN
is to be regarded as the analyst's view of process flows and how the various causal 
factors interact. It is to be noted, therefore, that there is no unique BPN to represent 
any situation (Table 3 & Figure 1).

Table 3
Summarized Data Table to Frame BPN

Processing system of 
Banking activities

Probability Complexities of 
Banking activities

Low High

Good 0.7 Volume of Banking 
activities

Low High Low High

Bad 0.3 Efficiency Low 0.25 0.40 0.40 0.55

High 0.75 0.60 0.60 0.45

Processing Good Bad
Staff efficiency Low High Low High
Data sources Good Bad Good Bad Good Bad Good Bad
Losses 0-1 millions 50 20 60 30 30 10 50 20

1-2 millions 30 50 30 40 40 50 40 50

2-3 millions 20 30 10 30 30 40 10 30
Source: calculated by author



95

Figure 1: BPN on Banking Operational Losses
Source: created by author

From the collected dataset, above framework has been developed, where nodes 
represent causal variables and links show causal influence. 

BPNs are causal networks; they are particularly useful for analyzing causes that 
contribute to operational risks. Under causal analysis, new OL evidence is used to 
calculate updated probabilities (aka posterior probabilities) of all causal factors. In 
other words, additional loss information is propagated to all nodes in the network. 
This evidence technique (new loss data) propagation is extremely useful for analyzing
the causes that impact operational losses (Figure 2).

Figure 2: Hugin-Lite Output
Source: calculated by author

The next step of our research is consideration of BPN with the help of Scenario 
and Causal Analysis. Scenario Analysis show, we can regulate one or more causal risk
factors in the network and analyze their impact on the loss estimate. Causal Analysis 
makes possible to build a decision tree to select one branch from each choice node 
the expected value of which is optimal. The people involved in constructing a decision
tree have the responsibility of including all possible choices for each choice node.

Hence from Corresponding Decision Tree (Figure 3), Operational Loss (OL) may
be calculated in USD and percentage as follows (Table 4):

Complexities�of�
Banking�activities

Volume�of�Banking�
activities

Processing�systems�
of�Banking�activities

Data�source�of�
Banking�activities

Staff�efficiency

Losses

Complexities�of�
Banking�activities

20.00 high
80.00 low

Volume�of�Banking�
activities
70.00 high
30.00 low

Processing�systems�of�
Banking�activities

70.00 high
30.00 low

Data�source�of�
Banking�activities

70.00 high
30.00 low

Staff�efficiency

61.50 high
38.50 low

Losses
37.58 0-1�millions
39.83 1-2�millions
22.60 2-3�millions
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Low

High

Figure 3: Corresponding Decision Tree
Note: V (Volume of Banking activities); P (Processing systems of Banking activities); S (Staff efficiency);

D (Data source of Banking activities); L (Losses)
Source: created and calculated by author

Table 4
Operational Loss Calculations

Operational Loss (OL) in USD Percentage, %

0-1 millions 37.58
1-2 millions 39.83
2-3 millions 22.60

Source: calculated by author

Expected Operational Loss is (0.5 × 0.3758) + (1.5 × 0.3983) + (2.5 × 0.2260) =
0.1879 + 0.59745 + 0.565 = 1.35035 USD.

CONCLUSION
PCA has shown, such factors as Complexities of Banking activities followed by 

Volume of Banking activities, Processing systems of Banking Activities, Staff efficiency
and Data source of Banking activities are the most significant ones influencing of 
banking operational loss. Further, the results of MRA corroborate, with the findings 
of PCA showing high influence level of the aforesaid factors towards the operational 
loss. As in general, Bayesian process of statistical estimation is one of continuously 
revising and refining the subjective beliefs about the state of the world as more data 
become available. Bayes' rule is applied to distributions about model parameters and it
becomes as: Prob (Parameters Data) = Prob (Data Parameters) × Prob (Parameters)
/ Prob (Data). In present study Expected Operational Loss (OL) is 1.35035 USD.

Thus, Bayesian Probability Networks (BPN) provides an elegant solution the OL
problem. It combines both qualitative and quantitative information for arriving at loss
estimates. BPNs are causal networks particularly useful for analyzing causes that 
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contribute to operational risks. As with Scenario Analysis, we can calibrate one or 
more causal risk factors in the network and analyze their impact on the loss estimate; 
under Causal Analysis, new evidence of OL is used to calculate updated probabilities 
(also referred to as posterior probabilities) of all the causal factors. Bayesian process 
of statistical estimation is one of continuously revising and refining our subjective 
beliefs about the state of the world as more data become available.

Both Scenario Analysis and Causal Analysis lead towards policy intervention. In 
Scenario Analysis with 100% of high or low Complexities of Banking activities, 
Processing systems of Banking activities, Staff efficiency and Data sources of Banking
activities, it shows changes in other variable, which capture the simultaneity. This is 
just a framework of OL estimating. On the contrary, Causal Analysis is the evidence-
based. It reverses the whole thing. It helps the policy makers to understand, how much
focus to be given on those five causal variables to avail high, low or medium operational
risk/loss. For example, 100% low OL information is propagated to the causal variables.
Afterwards performing the same procedure once again, the policy makers may specify
the strategies to minimize OL in Indian Banking Industry. In this regard, BPN may 
be augmented with decision nodes (e.g. restructuring, training, etc.) and utilities (e.g. 
costs, pay-offs, etc.) thereof. Thus, the probable strategic model may be framed as 
follows (Figure 4):

Figure 4: Proposed Strategic Model to Optimize OL
Source: created and calculated by author

Future Scope: Our research establishes the groundwork for future determinations 
in Global Banking Industry's development. This continuing research plans develop 
a plan, which will include (1) access to the loss data of central banks in possession and
(2) advice/deliberations from BIS/central/relevant bank authorities on construction 
of model (Bayesian Probability Network) through appropriate questionnaire and 
collection of relevant qualitative data. This research predicts the creation of unified 
database covering participating banks, as well as conducting research to profile the 
operational risk faced by the Global Banking Industry.
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